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Abstract 
Protecting the sensitive information is paramount important in this digital world due to the vulnerable access by malicious users. 
Nowadays, the digital information theft is increasing in digital society. Furthermore, identifying and mitigating this kind of 
operation is a challenge. Biometric authentication based identity is playing vital role in securing most e-business. Authentication 
of traditional methods like identity documents and passwords are not enough to combat the identity theft or assign security. 
Identity of surrogate representations may also be easily forgotten, guessed, lost, shared or stolen. To overcome the security 
breaches, we have to ensure hustle free transactions which provides security and user friendliness for any electronic business. In 
this paper, an efficient biometrics based user identification has been introduced. This includes the features such as palm print, 
finger print and iris for providing more accurate personal identifications. The proposed system is most suitable for personal 
identification and it needs high security during online purchasing, net banking etc. Each individual biometric feature are 
evaluated and the matches are below 80%, the user will be authenticate by one time password. Otherwise, the transaction may get 
cancel automatically and security breach will be directed to server. The proposed biometric system is most trusted and secured so 
that the unauthorized user access can be prevented. Minutiae mapping is introduced to extract the finger, iris and palm print and 
RC4, DWT algorithm for encryption and hiding the information. The system has been implemented and tested with e-business 
applications and it gives very promising results against the test cases.  
© 2015 The Authors. Published by Elsevier B.V. 
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Security (CMS 2016). 
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1. Introduction 
Biometric is a technology of analyzing and measuring biological data. Security plays a vital role in this digital 
world[1][2]. Using biometrics, a person’s identity could be determined without any authority or knowledge. The 
merits of biometric are its uniqueness and stability that considered as an ideal biometric identifier. A palm print is 
wealthy in features like wrinkles, datum points and ridge, minutiae points and lines [1]. A palm print has bigger 
surface area and because of that more features can be extracted. For personality verification, the hand features can be 
used [2]. The finger print is taken and it is stored as data signatures. Basically, wrinkles and principal lines of palm, 
iris and finger print feature have low resolution with below 100dpi. Biometric systems are first capture the sample of 
feature. Using mathematical function, the sample features are transformed in to biometric templates [3]. When 
compare to other templates, biometric template gives representation of feature to resolve the identity. The biometric 
system has two stage operations. In the first stage called as enrolment stage. In this stage, the template will be added 
to database. The second stage is pre-enrolled stage. In this stage, the matching template will be searched in database 
[4]. The finger, iris and palm print is captured based on biometric system. Then biometric image is subjected through 
extracting Region of Interest (ROI), image pre-processing, feature extraction, image pre-processing, features 
matching and image acquisition of digital image process. In biometric system, feature extraction plays a vital role for 
design [5]. The objective of this step is to extract variables unequivocally. This paper represents DWT (Discrete 
wavelet Transform) based feature extraction for processing image data. Through this transform, the coefficients are 
obtained for further processing to get two images. One image is line features binary image and another image retains 
line feature.  The first image partitioned into non overlap square shape. The normalized energy and standard 
deviation statistical parameters are found for an each block. The transformed binary image is partitioned into same 
size rectangular overlap and then the number of white pixels is obtained to make the features. 
1.1. Related Work 
E-payment system is an automatic process of exchanging economic standard to business parties in the 
transactions and transmits this standard more than the ICT (Information communication Technology) networks [7]. 
Electronic payment are grouped into four categories. They are Electronic Cheque, Online Electronic Cash, Smart 
Card payment and Online Card Payment [13]. Appropriate electronic payments are used in particular group of 
electronic transaction. The reliable e-payment system is able to provide integrity, guarantee privacy, efficiency, 
compatibility, mobility, convenience, acceptability and minimum financial risks. These are considered as biometric 
system characteristics [8]. Biometric system is more secure in verification and identification and it’s more important 
concern about advancements in security in our environment [5]. Biometrics system is most secure and reliable and it 
uses fingerprint, iris and palm print of physiological distinctive of human. Behavioral characteristics of giant, voice 
are also authenticated [11]. In 2009, Stanley explains biometrics is the most convenient and secured verification 
tool. It can’t be forgotten, stolen, forged or borrowed. The number of feature in a biometric makes it as reliable 
verification tools. These include the uniqueness, universality, acceptability, collectability, circumvention and 
performance. Authentication is essential to secure every system. It involves verifying system user identity. 
Authentication could be conceded in three ways through like pin and password, some user has smart card and 
security token or some user has behavioral or physical characteristics like iris, palm and finger print [12] [14]. In 
[14], a secure biometric system has been introduced. The operation biometric system has two different phases [9]. 
They are verification and enrolment. In enrolment phase the user identity information is added in the system 
database. In verification phase user biometric information is compare with stored database records.  
2. Overview of the Proposed System 
Biometric system provides better method to user verification. Biometric verification is automatic technique 
where each individual identity is confirmed through unique behavioral or physiological trait characteristic like palm 
print, iris and finger print. Figure 1 show the workflow of the proposed architecture. 
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The user gives his/her details like Finger, iris and palm print to the bank through bank server. This information is 
stored in the bank database. To purchase a product in online the user needs to give the user name and password. In 
payment process, the online merchant request the user to give finger, iris and palm print. In order to pay the money 
to merchant in secure way, the user has to give his /her finger, iris and palm print to the online merchant through 
biometric service. The finger, iris and palm print are compared with the bank database and if there is a match, the 
online merchant send a confirmation message to the user. A One Time Password (OTP) is sent to the user. The OTP 
generates a password to the user. The password confirmed with the bank and the bank makes fund transfer to the 
merchant. 
2.1. Biometrics System: 
Biometrics is a behavioral and measurable physiological characteristic which capture the image and compare 
with time verification. Authorizing e-banking and verifying customer identities are important parts in e-bank 
financial services. Using biometric template the verification system compare the person identity with pre-stored 
finger, iris and palm in the biometrics system.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2. Flow diagram of the proposed system 
 
Figure1. Architecture of Secure E-Pay Fraud Detection In E-Commerce 
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2.2. Finger, Iris, Palm Print Identification 
Using patterns or minute ridge impression the finger, iris and palm print can be identified.  The ridge pattern of 
two members can’t be exactly match due to compactness, distinctiveness and compatibility. The minutiae 
representation used to identify the finger, iris and palm print identities. By using local ridge characteristic, a 
uniqueness of iris, palm and finger print will be determined. Therefore, the biometric identification gives 
authentication to the reliable fund transfer. 
2.3. Data Hiding Technique 
Data hiding technique embed the original information and extracted it. The Discrete Wavelet Transform (DWT) 
algorithm is applied with finger, iris and palm print. This helps to transfer securely to biometric server. DWT helps 
to improve better stegno image and data hiding capability. In our proposed approach, secret information is 
embedded into coefficients after rearranged quantization. The wavelet filter is used for covering and recovering an 
original image. 
2.4. Extraction Process: 
The MxN size of stego input image has 24 bit is considered for extraction process. The security features of finger, 
iris and palm print will be extracted. To retrieve these secret information, the DWT is used. 
2.5. Orientation Maps:  
Orientation maps explain ridge flow within Iris, finger and palm print image. The image is separated into non 
overlap square. The orientation map is an important representation which is used for many purposes. In 
classification domain, it used to register translation variant feature the singularities is used. The map contains 
important data to determine finger, Iris and palm print. 
2.6. Discrete Wavelet Transform: 
Discrete Wavelet Transform applies on finger, iris and palm print image. When compare to DCT the DWT 
provides better energy compactions. DWT splits constituent into sub band known as LH – Vertically high pass and 
horizontally low pass LL – Vertically and horizontally low pass HH - Vertically and horizontally high pass HL - 
Vertically low pass and horizontally high pass. Low frequency can’t visible to human because human eye is more 
sensitive. Without variation in LL sub bands, we can able to hide information in three parts. Sub band contain 
irrelevant information and three other sub band has high frequency. Hiding secret data in sub band not degrades the 
image quality. 
2.7. DWT Algorithm  
Step 1: Once image is loaded, apply skin tone recognition on cover image. This will generate mask image that 
contains skin and non skin pixels.  
Step 2: After this original image is also cropped of same area, cropped area must be in a correct square form as 
we have to perform DWT later and cropped DWT.  
Step 3: Apply DWT to only cropped area (Pc×Qc) not whole image (P×Q).  
Step 4: Perform embedding of secret information in one of sub band which choose high frequency HH sub -band.  
Step 5: Perform IDWT to combine 4 sub-bands. 
Step 6: A cropped image of size Pc×Qc is obtained in above step (step 5). 
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2.8. RC4 
 A key encryption algorithm is invented by Ron Rivet. RC4 is used to encrypt and decrypt the data. RC4 is 
better than the DES algorithm. The variable key length of RC4 is 1 to 256 bytes which is used to initialize vector V 
with elements V[0], v[1]….., V[255]. For encrypt and decrypt a byte r is generated from V. A  Dummy vector D 
also created then R is transferred to D. 
for i = 0 to 255 do 
V[y] = y; 
D[y] = R [y mod keylen]; 
z = 0; 
for i = 0 to 255 do 
z = (j + V[i] + D[i]) mod 256; 
Swap (V[i], V[j]); 
y, z = 0; 
while (true) 
y = (y + 1) mod 256; 
z = (z + V[y]) mod 256; 
Swap (V[y], V[z]); 
d= (V[y] + V[z]) mod 256; 
r = V[d]; 
2.9. Minutiae Maps 
Minutiae are termination or bifurcation ridge points on the palm, iris and finger print. Minutiae mapping is used 
in finger, iris and palm print matching. The distribution of finger, iris and palm print gives a unique signature. From 
direction and minutiae location of finger, iris and palm print will be reconstruct. Experimental results show the 
correlation between fingerprint classes and minutiae distribution. This data is not enough for high accurate Iris, 
finger and palm print classification. 
2.10. Minutiae Algorithm: 
Input: Gray scale Finger, iris and palm print image. 
Output: Verified finger, iris, palm print image with matching score. 
 Finger, iris, palm print is binarized. 
 Reduction on binarized image. 
 Minutiae points are extracted.  
 Data matrix is generated to get the position, Direction and type of minutiae. 
 Matching of test finger, iris, palm print with template. 
 Matching score of two images is calculated, if matching score is 1, the images are matched. If it is 0 then 
they are mismatched. 
2.11. Support Vector Machine (SVM) 
The SVM (Support Vector Machine) is implementing the complicated decision rules through non-linear function 
Ф for mapping the training points to high-dimensional space of feature, where every point of the label contents are 
separate. The hyper separate plane is finding the maximum distance amid of the training point and itself. SVM is 
used to classify the finger, iris and palm print. SVM is used to classify the finger, iris and palm print. 
2.12. SVM Algorithm 
1) Repossess the dataset values from user database 
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2) Train the Normal data into processed data 
3) Exceed the  values into svm libsvm code 
4) Discover the hyper plane that enlarges the distance by using SVM formulae: 
5) If the data cannot be normalized then find the attack margin value. 
6) Find the average attack margin value of each dataset. 
7) Pass them to Radial basis function to derive the predicted value of normal and attacker dataset. 
3. Result and Discussion 
3.1. Performance Evaluation 
The proposed approach is tested in MATLAB simulation environment. Figure 3 shows the comparison of 
parameters like Reliability, Efficiency with the proposed and existing techniques.  
 
 
 
 
 
 
 
 
 
 
 
 
 
The proposed technique has more secure compare to existing technique and it achieves high reliability and 
provides good efficiency. The Figure 4 represents the speed of encryption and decryption time of user details. Our 
proposed algorithm – RC4 takes less time to encrypt and decrypt the user details when compared with the existing 
algorithms. 
 
 
 
 
 
 
 
 
 
 
 
 
4. Conclusion  
An Integrated Approach of Physical Biometric Authentication System is presented in this paper. The proposed 
system provides secure online shopping experiences. Furthermore, it protects user details at merchant side and it 
provides privacy to user information through hiding technique. The DWT method is used to hide the data. When 
compare to existing techniques, DWT has more capacity to hide user information.  The RC4 algorithm is used for 
encryption and decryption of user information at the bank side. The proposed system sends the generated security of 
user finger, iris and palm prints are sending to the online merchant. These new generation securities are extracted 
 
Figure 3. Performance of Existing System and Proposed System 
 
Figure 4 Encryption & Decryption Time for Existing and Proposed Algorithm 
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using minutiae mapping technique. The extracted image is compared with database if there is a match, the fund will 
be transferred to the merchant from the bank. 
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